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PiBeHb BUIOI OCBiTH — nepiunii (0akajaBpCbKHiA)
KiabkicTs kpeauriB — 3 (3aJik)

Pik miaroroBkm, cemectp — 3 pik, 6 cemecTp
KoMmnoHeHT 0CBITHLOI MporpamMu: BUOipKoBUii
MoBa BUKJIaJaHHA: YKPaIHChKA

Onuc qucuumIiHI

[ndopmamiiina ckiIagoBa SKUTTS CYCHUIBCTBA, AKTMBHO BIUIMBAE HAa CTaH
MOJIITUYHOI, €KOHOMIYHOI, OOOpPOHHOI ¥ I1HIIMX CKJIAJOBHX HAIllOHAJIBLHOI Oe3MeKu
Ykpainu.

CporojHi, sSIK HIKOJH, BIIOYBa€Tbcs Oe3mepepBHa OOpoThOA 32 KOHTPOJIb Hajl
iHbopMaIliiHUMU TIOTOKaMu. Burpae Toil, XTO He auie BMi€ iX QopMyBaTu Ta
PEryJItoBaTH y CBOIX BJIIACHUX IHTEpEcax, ajie i 3AaTHUI 3a0€3MeUUTH LLTICHICTh CBOTO
1H(pOpMaLIfHOTO pecypcey.

OCHOBOIO Cy4acHOT0 CYCIIbCTBA € TH(OpMaIliiiHI TEXHOJIOTIT Ta 1HPOpMaLis, sKa
B TaKMX YMOBaX CTa€ TOBAPOM i OCHOBHHM IPOJYKTOM BUPOOHHIITBA T4 CTBOPCHHS
JI0JIaTKOBOT BapTOCTI.

3BOpPOTHIM OOKOM IIi€i “Mefaii” € TOTaJbHI HE3aKOHHI 3a31XaHHS Ha YyKy
1H(popMallito, 1110, B CBOIO Yepry, BUMarae ii 3axucry. OcoOymBy HEOE3NEKy CKIIaJatoTh
cpoOu BUKpaJieHHs 1H(OopMallli, 0 € BIACHICTIO JEpXaBU Ta MICTUTh JIEpP:KaBHY a0o
THIITY TAEMHHUIIIO.

MixkaucuuniiHapui  3B’si3kM: BuUBYeHHsS juctuiuniag - «lHdopmariitHa
Oe3rneka» nependavyae HasBHICTh CUCTEMATHYHUX Ta IPYHTOBHHUX 3HAHB 13 CYMDKHHX
KypciB: «[HpopmMaIliitHi TEXHOTIOT11».

Bumoru no 3HaHb Ta yMiHb BHU3HAYalOThCS Tay3€BUMHU CTaHAApTaMU BHUIIOI
OCBITH YKpaiHu.

IIpenmeTom BUBYEHHSI OCBITHLOI KOMIOHEHTH «IHpopMaliiiHa Oe3neKa» €
TEOPETUYHl, METOAUYHI Ta TMPAKTHYHI AacCHeKTh TNependadyeHl  OCBITHBO-
KBaM(PIKALIITHOIO ~ XapaKTEPUCTUKOIO, TEXHOJOTIYHUMHU  yMOBamMH, HOPMaMH
3aKOHO/IaBCTBA Ta MPaBUJIAMU CYCITiJILCTBA.

MeTo10 BUBYEHHSI OCBITHBHOI KOMIOHeHTH «IHopmarliiina Oe3neka» e —
3aXMCTUTH 1HTEpecH cyO’€eKTIB 1H(OpMAIIHHUX BIIHOCUH. [HTEpecH 1l pi3HOMAaHITHI,
aJie BCl BOHM KOHIICHTPYIOTBCSI HABKOJIO TPHOX OCHOBHHX aCITCKTiB:

— JIOCTYIHICTB;

— IIUTICHICTB;

— KOH(QIIEHIIHHICTS.

OCHOBHMMM 3aBJIaHHSIMU OCBITHBOI KOMNOHeHTH «[H(DOpMmarlilina Oe3nexa»
€ HaOyTTs 3700yBayaMH BHUIOI OCBITH TEOPETUYHUX 3HAHB IMOJO OIIHIOBAHHS Ta
3a0e3nedeHHs] 3axucTty 1HGopmarii B 1HPOPMAlIMHUX CHUCTEMax, MPUHIUIIIB
0e3MeyHoro MporpamMyBaHHs, MOrpO3 1 arak, Oe3MeKh KOMII IOTEPHUX MEPEK,
BOJIOJ/IIHHSI HABYAJIbHO-METOAMYHUMHU OCHOBaMH 1 cTaHmaptamu B oomnacTti [T, yminHs
iX 3acTocOBYyBaTH TpH po3podIl (yHkuioHanbHUX TpodiniB IT, mpu modymosi Ta
iHTerpari cucrem, npoaykTiB 1 cepsiciB IT.



I'ogunn

AyAUTOPHUX Tema Pe3ynbTaTH HABYAHHS 3aBnaHHsa
3aHATh

(1ek./ 1ab.)

2/4 Tema 1. | 3uaru: [Muranns,
KonnenryanbHi HopmaTtuBHO-TIpaBOBI OCHOBH 1HIUBI Ty aTbH1
3acaau 3axucry iHdopmarii B YkpaiHi. 3aHATTA
3a0e3euyeH s Konnemniiro HarioHabHO1
iHpopManiiiHoi iHpopMmaniiinoi 6e3nexu YKpaiHu.

Oe3rexku YKpaiHu. OCHOBHI MOHATTS, TEPMIHU Ta

2/4 Tema 2. TexHiuHi BU3HAYCHHS TEXHIYHOTO 3aXUCTYy
KaHaJIN BUTOKY iHpopManii.
iHpopMmarii. [TonsTTs TEXHIYHOTO 3aXUCTY
Cnocobu iHdopmarii y cuctemi iHpopMaIiiHOT
HECAHKIIIOHOBAHOTO Oe3MeKH.
3HATTS iHOpMartii CyTHiCTh Ta 3aBOaHHS TEXHIYHOTO

214 Tema 3. Meroau Ta 3axucTy iH(opMarii.
3aco0u OJOKyBaHHS Bumn Tta knacugikamis TEXHIYHHUX
TEXHIYHUX KaHaIIB KaHaJIiB BUTOKY iH(opmarIii.

BUTOKY iH(opMarii OCHOBHI MOHATTS 100 3aXUCTY
2/4 Tema 4. OcHOBH iH(opMallii B aBBTOMaTH30BaHUX
Oe3neku TAaHUX CUCTEMaX.
KOMIT'IOTEPHUX BwiTn:
cucreMax [IpamtoBatu 3 HOPMAaTUBHO-
MIPaBOBUMH aKTaMHU.
3acTOCOBYBATH 3aX0/U 1110]10
MOTIePE/HKEHHST HECAHKIIIOHOBAHOTO
JOCTYIy 110 iH(popMartii.
BukopucToByBaTH METOIM TACUBHOTO
Ta aKTUBHOTO 3aXHUCTy 1H(opMarii.
Busnauatu 3arpo3u 0e3neKu TaHuX Ta
X 0cOONMBOCTI.
PospizHatn 1 kiacugikyBaTd KaHaIu
IIPOHUKHEHHA Ta NPUHIMIK M0O0YyI0BH
CHCTEM 3aXHUCTY.

2/4 Tema 5. | 3naru:

InenTudikarmis 1 [TonsTTs npo ineHTudikamio

ayTeHTH(]iKawis KOpHCTYBaya Ta il 0COOJIMBOCTI.

KOPHUCTYBaJiB OCHOBHI PUHITUTIN T4 METOIH
3/6 Tema 6. OcHoBH ayTeHTHudiKaIii.

kpuntorpadii  Ta
3aXUCTY JaHHUX

OCHOBHI PUHITUTIH 3aXHUCTY JTAHUX
BiJl HECAHKI[IOHOBAHOTO JIOCTYITY.
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3/6 Tema 7. Crangaptu Mogpeni ynpaBiiHHS TOCTYIIOM.
13 3aXUCTY Kpunrorpadiuai meTonu 3axucty
iHpopmarii iHpopMmarii.

CBITOBI CTaHAAPTH 13 3aXUCTY JAHUX
B KOMII'FOTEPHUX CUCTEMAX.
Jlep>xaBHUE cTaHAapT YKpainu i3
3axucry iHdopmarii

Bwmitu:
[IpoBomuTH ineHTHDIKALIIO Ta
ayTeHTH}IKAIliI0 KOPUCTYBaYiB.
3axuiary gadi Bijg
HECaHKI[1I0HOBAHOT'O JOCTYITY.
BukopucroByBaTH TeXHIYHI 3ac00U
3aXUCTY JaHHUX BiJl IX BUTOKY.
3acTOoCOBYBATH 3aCO0H 3aXHCTy JAaHUX
BiJl KOMII'IOTEPHUX BIPYCIB Ta
IIKIJUTHBHUX TIPOTPaM.
CynpoBOKyBaTH Ta MiATPUMYBATH
KPHUIITOCUCTEMU Ta aJrOPUTMHU
mmdpyBaHHs iHPOpMAaii.

3niACHIOBATH aMIiHICTPYyBaHHS KIIOYaMH

Ta IMUPPOBUMH i AMHCAMH.

HaB4yajabHUI KOHTEHT

JlitrepatypHi q:kepesa
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VYkpainu, 1994, Ne 31. — Cr. 286, 13 3minamu 2005 p.

. 3akoH Ykpainu “IIpo inpopmaniro’ // Binomocti BepxoBnoi Pagu, 1992, Ne 48.
— Crt. 650 — 651.

. KoxeneBcbkuii C.P. TepMiHOJIOTIYHUH TOBIHUK 3 MUTAHb 3aXUCTY 1HQOpMaLIi
/ C.P. KoxeneBcbkuit, I'.B. Ky3nenos, B.O. Xopomiko, I.B. Yupkos. — K.:
JAVIKT, 2007. — 382 c.
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TeXHIYHOTO 3axucTty iHdopmartii B Ykpaini” Ne 1126 Bix 08.11.1997 p.
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MOJIOKEHHS.

. ACTY 3396.1-96. 3axuct indopmarii. TexHiuHMM 3axucT 1HGPOpPMAILII].
[IpoBenenHs pooOiT.

. Pycun B.II. Biomerpuuna ayrentudikaiis ta kpunrorpadpiuauit 3axuct / b.IL.
Pycun, .10. Bapenpskuii. — JIpBiB: «Kosoy», 2007. — 287 c.

. TepMiHOJIOTTYHUI JOBIIHMK 3 NHUTaHb TEXHIYHOTO 3axucTy iHdopmarii /
Koxenercbkuii C.P., Ky3nenos I'.B., Xopomko B.O., Yupkor JI.B. / 3a pen.
npod. B.O. Xopomka. — K.: IVIKT, 2007. — 365 c.
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13. Indgopmaniiini pecypcu

9. http://dstszi.gov.ua.

10.William Stallings. "Cryptography and Network Security: Principles and
Practice." Pearson, 2016. (784 p.) -
https://www.pearson.com/us/highereducation/program/Stallings-Cryptography-
and-Network-Security-Principles-and-Practice-7th-Edition/PGM335896.html
2. Ross Anderson. "Security Engineering: A Guide to Building Dependable
Distributed Systems." Wiley, 2020. (1024 p.) -
https://www.wiley.com/enus/Security+Engineering%3A+A+Guide+to+Buildin
g+Dependable+Distributed+Systems%2C+3rd+Edition-p-9781119642787

11.1SO/IEC 27001:2013. “Information technology — Security techniques —
Information  security management systems — Requirements." -
https://www.iso.org/standard/54534.html

12.NIST Special Publication 800-53. "Security and Privacy Controls for Federal
Information Systems and Organizations." -
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf

13."National Cyber Security Centre (NCSC)" - Various publications and
recommendations. - https://www.ncsc.gov.uk/

14.Brian Krebs. "Krebs on Security” - Online blog focusing on cybersecurity. -
https://krebsonsecurity.com/

15.Virtual Hacking Labs - Practical labs for ethical hacking and penetration testing.
- https://www.virtualhackinglabs.com/

16.Coursera: "Cybersecurity Specialization” - Various courses from leading
universities. - https://www.coursera.org/specializations/intro-cyber-security

17.www.rootshell.com.

18.www.securityfocus.com.

19.www.sysinternals.com.

IHosiTMKA OIHIOBAHHA

IoniTuka momo aeniaiiHiB Ta mepeckjaagaHHsi: PoOoTH, siki 37al0ThCs 13
NOPYUIEHHSIM TEPMiHIB 0€3 MOBAKHUX MPUYKH, OLIIHIOIOTHCS HA HUXKYY OLIHKY (75%
BiJl MOXJIMBOI MAaKCUMaJbHOI KUIBKOCTI OamiB 3a BHUJA JiSUIBHOCTI OaiiB).
[lepecknaganHs MOIYiB BIIOYBAETHCS 32 HAABHOCTI MOBAXKHUX MPUYMH (HAPUKIA,
JKApHSIHUAN ).

IMoniTuka mog0 akanemiuHoi goO0pouecHocti: CroucyBaHHS T 4Yac
KOHTPOJILHUX POOIT 3a00poHEHI (B T.4. 13 BHUKOPHUCTAHHSIM MOOITBHUX JIEBANCIB).
Mo06isnbHI TIPUCTPOi TO3BOJISIETHCS BUKOPUCTOBYBATHU JIMINE TMiJ Yac OH-JIAMH
TECTyBaHHS Ta MiATOTOBKY MPAKTUYHUX 3aBJIaHb ITi]1 9Yac 3aHSTTS.

IMoniTuka mono BinBinyBaHHs: BinBigyBaHHsS 3aHATh € O0OB’SI3KOBUM
KOMIIOHEHTOM OIlIHIOBaHHS. 3a OO0 ’€KTMBHUX MPUYUH (Hampukiad, XBopooOa,
npareBiallTyBaHHs, MIKHAPOIHE CTaXXyBaHHS) HaBUYaHHS MOXKE BIIOYBaTHCh B OH-
JaitH ¢hopmi 3a OTOKEHHSIM 13 BelyYUM BUKJIaZaueM KypcCy.
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OuinoBaHHus
OcraroyHa oOIliHKa 3a KypC pPO3pPaxOBYEThCS HACTYIHHM YHHOM: MOTOYHHUUI
KOHTpOJIb omiHIoeThes B 100 OaimiB, Ta CKiIagaeThes i3 ciMox TeM. TeMu BiJI mepIoi 10

II’SITOI OLIHIOIOTHECS Mo 14 OamiB, miocTa 1 chOMa TEMH OILIHIOIOTHCA Mo 15 OGamis
(5x14+2x15=100).

IToToune TecTyBaHHs Ta camocTiitHa poboTa (pasom 100 Gamis) CymMma
T1 T2 T3 T4 T5 T6 T7
14 14 14 14 14 15 15 100

T1, T2 ... T7 — Temn

o Cuiaadycy TakokK TrOTYIOTbCS MaTepiajJd HAaBYAJIbHO-METOAMYHOIO
KOMILJIEKCY:

1) HaBuanbHU KOHTEHT (PO3IMIMPEHUN TUIaH JICKIIN);

2) Tematrka Ta 3MiCT IPAKTHYHUX POOIT;

3) 3aBmaHHs 14 MICYMKOBOI pOOOTH, ITUTAHHS HA 1CTINT;

4) EnexTpoHHE HaBYaHHS Y BipTyalbHOMY HaBuYalibHOMY cepenoBuii JIHVYII



